








Seagate’s pre-boot authentication mechanism replaces weak ATA / BIOS-based password handling
with a dramatically stronger password process. This integrated access to the drive makes it virtually
impossible for malware to steal the pre-boot password. No root kit, virus, Trojan horse or key
logger can compromise the pre-boot password because there is no operating system on which to run
the malware. There are also no known hardware or software hacks to this hardware-based method
of authentication, which is not the case for software FDE solutions.

Non-administrative users can only unlock the drive and change their own password making Seagate
FDE drives extremely simple to use. Once a Seagate FDE drive has been set up, the user simply
enters a password to unlock the drive at power-up time. The user is never prompted, bothered or
required to know anything else about the underlying security that is consistently protecting the data.

Another of the many features enabled by the integration of a security chip with the hard drive is the
feature of quick “disk erase.” This capability allows for changing the encryption key to render the
data useless, which eliminates the additional IT expense needed to clean and dispose of retired
drives. During the repurposing of Momentus 5400 FDE drives, the data remains fully protected.

As data protection methods evolve, improvements occur in terms of speed, security, usability and
reliability (see Figure 1). The Seagate FDE drive represents the most advanced data protection
method available, and with the encryption capabilities integrated into the drive, the total cost of
ownership is considerably less than software solutions.
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Figure 1: The Evolution of Data Protection




Conclusion

Data protection remains one of the fundamental security concerns for organizations today.
Ultimately, all efforts in authentication, network access control and data security are about making
sure the data that your enterprise relies upon is protected. The data protection issue is complex and
choosing a technical solution is not a casual endeavor.

Often companies end up using two or more solutions to solve both external and internal threats.

The strongest encryption solutions base their trust in secure hardware. For strong data protection,
deploying Seagate FDE Drives with its on-controller security chip, while adding file and folder
encryption with the TPM is the best-in-class solution. With any data protection solution, centralized
management and control of the backup and recovery functions is a necessary safeguard. Remote
administration functions ease deployment and maintenance also aiding in regulatory compliance by
validating that encryption was turned on, and not turned off, by the user.

As leaders in developing PC security software that uses hardware-based encryption, Wave Systems
can help you create a hardened, yet cost-effective solution, ensuring that your organization is not
the next one to make the headlines as the result of a data breach incident.
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Wave Systems solves the most critical security problems for enterprises and government with solutions that are
trustworthy, reliable, easy-to-use and offer a speedy return on investment. Wave’s trusted computing solutions
include strong authentication, data protection, advanced password management and enterprise-wide trust
management services.

Wave’s network management products include:

e EMBASSY® Remote Administration Server (ERAS) is revolutionary in enabling distributed and
remote management for the millions of TPMs that have been deployed across enterprises worldwide.
Additionally, ERAS enables the remote management of newly available Seagate Momentus 5400
FDE.2 drives for initialization, pre-boot authentication management, recovery, repurposing and more.

* EMBASSY® Key Management Server (EKMS) performs secure backup and recovery of TPM keys,
associated passwords and certificates. Centralized key management is a vital component for any network
of TPM-enabled PCs to ensure smooth operation in the event of hardware failure, a forgotten password or
system transfer to a new user.

¢ EMBASSY® Trusted Drive Manager is the control panel for enabling the security functions of a
Seagate Momentus 5400 FDE.2 hard drive. Initializing the drive’s encryption features, managing the
pre-boot password and backing up of secrets for recovery are a few of the functions of EMBASSY
Trusted Drive Manager.

¢ Document Manager is a file and folder encryption product using the TPM as the basis for strong,
hardware-based security. Document Manager allows for up to 23 virtual drives, secured by the TPM,
that can be shared with other users and placed on the system’s hard drive or anywhere the user has
write access. Document Manager is a component of the EMBASSY Trust Suite, a collection of client
applications that use the TPM for advanced PC security.

Part # 03-000224/version 1.04  Effective Date: 2007-04-30
Copyright © 2008 Wave Systems Corp. All rights reserved. Wave “Juggler” and EMBASSY logo are registered trademarks of Wave Systems Corp.
All other brands are the property of their respective owners. Distributed by Wave Systems Corp. Specifications are subject to change without notice.

Leaders in Trusted Computing






